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Introduction
Organisations of all shapes and sizes are having to enthusiastically embrace information systems and technologies if they wish to survive, and better still thrive, in a highly competitive environment, in which effective operational control and strategic direction are increasingly dependent upon the availability and exploitation of high quality information. Consequently it is vital that adequate security and control procedures are introduced to ensure that all the information embedded within organisational information systems retains its integrity, confidentiality and availability (Dhillon & Backhouse, 2001) . However, there is also extensive evidence to suggest that the threat, to the security of organizational information and information systems, are now growing in number, variety and, most importantly, the severity of their impact (Angell, 1996) . For example, traditional threats to the security of information and systems include: natural disasters, theft of hardware / software, unauthorised access and human error (Loch et al, 1992) , whist newer threats include viruses (Post & Kagan, 2000) and hacking and cyber terrorism (Furnell & Warren, 1999) .
To a very large extent such threats are growing because of higher levels of interconnectivity both within, and between, organisations (Dinnie, 1999:113; Barnard & von Solms, 1998:72; . In particular, it is the increasing incidence of intra-organisational systems that is creating problems for organisations, as information security is upgraded from being merely a 'domestic' issue to one that involves third parties, such as external business partners (von Solms 1998:174) . The rise of electronic commerce has also heightened awareness amongst organizations of the security threats to which they are likely to be exposed. Indeed, it has been reported that security threats, and fear of security breaches, constitute the greatest inhibitors to an expansion in the uptake of electronic commerce (Ernst and Young Survey 2001:1) . Increased interconnectivity, is not however, the only factor making computers, and the information therein, less secure. For example, the widespread recognition that information now constitutes a 'key corporate asset', which is of great commercial value (Gerber, von Solms and Overbeek 2001:32) , has also brought information security nearer to the top of the management agenda.
Perhaps inevitably, the increased risk of information security problems has led to a growing awareness among the managers of organizations of the need for careful and effective information security management. For example, it is widely acknowledged that effective information security management is dependent on a number of key factors (von Solms 1998:174; Siponen 2000:31) , most notable among these being:
 the need for senior management commitment and support to information security management;
 the detailed assessment of potential security risks and threats;
 the implementation of appropriate controls to minimize or guard against those risks and threats;
 the thorough communication of security issues to users of both information and information systems through relevant education and training.
However, it has also been recognised that effective security management, including all the above factors, is predicated upon the formulation, dissemination and operation of an information security policy. As Hone and Eloff (2002) acknowledge: 'one of the most important controls is the information security policy', whilst Higgins (1999) notes: the information security 'policy is the start of security management'.
The importance of the information security policy, as a document of strategic importance within organizations today, is widely acknowledged. Indeed, in the UK, the British Standards Institute have developed a standard (BSI, 1999) . Moreover, the issue of information security policies has now become an integral part of a variety of commercial surveys into information security breaches and safeguards (e.g.: Andersen, 2001; Ernst and Young, 2001; . However, there is little evidence that any empirical research, specifically targeting the uptake, dissemination and impact of information security policies within organizations, has been conducted and published in the academic literature.
The present study seeks to fill this gap by investigating the uptake, content, dissemination and impact of information security policies in UK organizations. Before presenting the methodology, findings and analysis of this study, a focused review of the pertinent literature on information security policy formulation and application is provided.
Literature review
This literature review commences with an assessment of some recent surveys into the key issues surrounding information security, which provides a useful context for study, before focussing more specifically on the formulation, dissemination and content of information security policies. The section concludes with a critique of this literature, before presenting the research objectives for this study. It should be noted that the body of literature, reviewed for this section, includes contributions that are termed 'computer security' or 'IT security', as well as 'information security'. However, given that it is the information, rather than the technology, which is the key organisational resource (Gerber, von Solms and Overbeek 2001:32 , the term 'information security' is preferred, and will be used throughout the paper.
Information security policy: importance and uptake
As noted in the introduction, there is a growing recognition that effective information security management is predicated on the existence and execution of an information security policy. As Higgins (1999) notes: 'without a policy, security practices will be developed without clear demarcation of objectives and responsibilities'. However, there is also a growing concern that too many organisation are failing to heed this advice, as witnessed by the low levels of uptake of formal information security policies (Arnott, 2002) , and the inadequacies in policies, where they do exist (Moule and Giavara, 1995; Hone and Eloff, 2002) . Whilst the importance of, and concerns about, information security policy are widely recognised, this interest has not, as yet, been translated into detailed empirical surveys explicitly targeting the utilisation of information security policies in organizations. However, some interesting insights about information security policy can be gained from a number of more general studies of information security. Table 1 below summarizes some background details about these studies.
Insert Table 1 -Background details of recent information security surveys -about here Each study explored the prevalence and range of security incidents experienced by European organizations, in the past couple of years, and all three concluded that there is an upward trend in the number of incidents occurring and in the severity of individual incidents. More importantly perhaps, the studies also explicitly investigated the uptake of information security policies. For example, the Andersen (2001) study reports that 65% of the organizations surveyed (most of which were large organizations) had an information security policy in place, and the DTI (2002) survey reports that 27% of UK businesses have a policy in place. The DTI study further reports that 59% of the large organizations surveyed had implemented a policy. Significant in these DTI results is that again an upward trend is noted from earlier studies: the DTI (2000) study, for example, reported that only 14% of the organizations surveyed had an information security policy in place. Moreover, the 2002 study noted that a higher proportion of organizations with a policy were undertaking annual policy updates than was the case in 2000.
The Andersen (2001) study is of particular interest, as it highlights the discrepancy between the views of business managers and those of IT managers: 82% of the business managers surveyed believed that their organization had a comprehensive policy in place, whereas only 66% of the IT managers believed this to be the case. This could suggest that a survey targeting IT managers, who presumably typically have a more detailed knowledge of information security issues than do business managers, is likely to yield a more realistic assessment of the information security situation in an organization.
The Ernst and Young (2001) survey found that organizations believed 'employee awareness' to be the greatest 'challenge to achieving the required level of security'; a message that is strongly echoed by Siponen (2000) . Given this finding, it seems somewhat concerning that, of the 27% of organizations in the DTI (2002) survey having an information security policy, only 7% of them implemented their policy in order to make employees aware of security issues. The primary motivation for having a policy (as reported by 67% of organizations that have a policy) was the recognition that it is considered to be 'good practice'. It was further reported in the DTI (2002) survey that few organizations make their employees aware of information security issues upon induction. It seems, therefore, that whilst policy formulation might be on the increase, an emphasis on dissemination of security concerns to employees and practical policy implementation is very low on the agenda of many organizations.
Policy content and BS 7799 compliance
The studies undertaken to date have not investigated the specific areas covered by the information policies organizations have adopted, and neither do they appear to have considered the specific impact those policies are having in organizations. A strong indication of the paucity of research in the area of information security policy is provided by Dhillon & Backhouse (2001) . Their comprehensive review of the information security literature concluded that existing research tends to focus upon 'checklists [of security controls], risk analysis and evaluation'; information security policy was not explicitly featured in their review. Consequently, little or no empirical data exists on the important issues of policy uptake, content and implementation.
One document that does explicitly tackle the content of the information security policy is the 'Information Security Management' standard (BSI, 1999) . However, the DTI (2000) survey reported that only 25% of the UK businesses surveyed were aware of the existence of this standard. Moreover, in their 2002 survey, disappointment was expressed that only 15% of organizations were aware of the contents of this standard, and only 38% of those aware of its contents had actually adopted the standard in their organization. These low levels of awareness are particularly disappointing given that the standard has been in existence since 1995.
The standard contains a number of factors cited as critical to the success of information security management in organizations, such as ensuring the policy reflects business objectives, effective marketing of security to employees, provision of security training, and policy performance measurement. To date, despite the existence of the major studies of security issues mentioned in this paper, there seems to be little empirical data to indicate whether organizations are adopting these individual factors, or on the impact the adoption of these factors is having on information security in organizations. It should be noted that whilst this literature review and our study have both focused upon the BS7799 standard, the work has far wider international relevance, as the British standard became an international standard in 2000: ISO 17799 (ISO, 2000) .
Research Motivations and objectives
This brief review of the literature has found that whilst the importance of information security is being increasingly recognised, a number of significant gaps exist, particularly in the academic literature. An obvious gap is that whilst a number of major surveys have been conducted to investigate security issues, these have largely been commercially-oriented, rather than formal academic studies. Moreover, these empirical studies have covered a broad range of information security issues, rather than focusing specifically on information security policies. To help fill these gaps an empirical study of the uptake and application of information security policies was initiated. More specifically, the study addressed the following four research objectives:
1. To investigate the prevalence and updating of documented information security policies, within the UK;
2. To explore the methods used by organisations to disseminate information security policies to their employees; 3. To review the specific area covered by the information security policies that organizations are deploying;
4. To achieve an understanding of the factors that impact upon the successful deployment of the information security policy.
It is envisaged that the present academic-oriented study will, therefore, make an important contribution to the existing body of literature providing insights in security and policy issues from an academic perspective. It is anticipated that these findings can, in turn, be fed back to the relevant practitioner communities, as well as to those involved in the compilation of appropriate national and international standards and guidelines.
Research Design
This section describes how a detailed questionnaire, which sought to explore the three stated research objectives, was designed, validated and ultimately executed.
Questionnaire development, validation and targeting
A draft questionnaire was developed, based primarily upon the results of the literature review, summarised in section 2. As there are few published academic papers explicitly addressing the use of information security policies, the literature was used primarily to generate ideas and insights, rather than as a source of specific questions and item measures that could be utilised directly in this study. The resultant questionnaire was organized into the following four sections:
1. The existence and dissemination of the information security policy: This section sought to determine whether a responding organisation had a documented information security policy, and if it did, how long the policy had been in existence, how often it was updated, and how the policy was disseminated.
2. The coverage of the information security policy: This section of the questionnaire was designed to evaluate the scope of the information security policy. The respondent was presented with a list of eleven distinct issues, such as 'disclosure of information', 'Internet access' and 'viruses, worms & trojans' that an information security policy might reasonably be expected to cover. Whilst most of these items had been explicitly identified in the British Standard -BS7799 (BSI, 1999) others had been highlighted in other sources (e.g. Higgins, 1999) . For each of these issues, the respondent was invited to indicate whether the issue was covered in 'the policy document only', 'a stand-alone procedures only', 'the policy document and a supplementary procedure', or the issue is 'not explicitly covered'.
Factors affecting the success of the information security policy:
The British Standard on 'Information Security Management ' -BS7799 (BSI, 1999) suggests that there are ten distinct factors that might influence the success of an information security policy, such as 'visible commitment from management' and 'a good understanding of security requirements'. For each of these factors, the respondent was asked indicate its importance, and the extent to which his / her organisation was successful in adopting that factor, using two separate 5 point Likert scales.
4. Demographics: Demographic information [organizational size, geographical spread and sector] was also collected so that the potential moderating effect on the statistical analyses could be explored.
The draft questionnaire was initially validated through a series of pre-tests, first with four experienced IS researchers, and then after some modifications it was re-tested with five senior IT professionals, all of whom had some responsibility for information security. The pre-testers were asked to critically appraise the questionnaire, focusing primarily on issues of instrument content, clarity, question wording and validity, before providing detailed feedback, via interviews. The pre-tests were very useful, as they resulted in a number of enhancements being made to the structure of the survey and the wording of specific questions. Having refined the questionnaire, a pilot study exercise was also undertaken, which provided valuable insights into the likely response rate and analytical implications for the full survey.
It was recognised that only those individuals who had a high degree of managerial responsibility for information systems and technology would be able to comment knowledgeably about the uptake and scope of information security policies. Senior IT managers were, therefore, chosen as the 'key informant', as they would be able to provide the requisite perspective. A list of the addresses of IT Directors, from large UK-based organizations, was purchased from a commercial research organization. The decision to target only large firms [firms employing more than 250 people] was based on the premise that small firms have few, if any, dedicated IT staff [Prembukar & King, 1992] . A total of 208 valid responses were received from the 2838 questionnaires mailed out, representing a response rate of 7.3%.
Sample Characteristics
The sample could be characterised in terms of both the size of the responding organizations and the sectors in which they are primarily operating. Of the valid respondents, 45% were employed in medium-sized organizations having less than 1000 employees, 32% were based in organizations with between 1000 and 5000 employees and the remaining 23% in larger organizations with over 5000 employees. Whilst the responses were also found to have come from a wide variety of industrial sectors, four were particularly well represented; manufacturing . Respondents were also asked to indicate the geographical spread of their organisation as it was envisaged that this might have an impact on their need for a formal information security policy. The majority of responding organisations [50%] operated from multiple locations within the UK, whilst a further 32% of organisations operated from multiple sites, both within the UK and abroad, and the final 17% of the sample were located at a single site within the UK.
Research Findings
To make the following presentation of the research findings more meaningful they are related to the four specific research objectives, proposed at the end of section two of this paper.
The prevalence and updating of information security policies
In response to the question 'does your 'organisation have a documented information security policy', 76% of respondents answered 'yes', whilst the remaining 24% of the sample answered 'no'. To determine whether the existence of an information security policy was in anyway related to the type of organisation responding, a series of chi-squared analyses were conducted. The results of these provided interesting evidence that the existence of an information security policy is not statistically associated with the sector in which the organisation operates [ These findings are in some ways counterintuitive, in that it might be anticipated that security threats, and therefore the need for security policies, might be greater in larger organisations and those operating across geographically disparate sites.
For those organisations that had a documented information security policy, the average length of time for which the policy had been actively used was 4.13 years [ = 4.11]. Moreover, in terms of the frequency with which policies are updated [see table 2], the majority of respondents [46%] updated their policies on an annual basis, whilst a further 38% updated their policies every two years or less, and the remaining 16% of the sample updated their policies every 6 months or more.
Insert Table 2 -Frequency with which policy is updated -about here
Methods for the dissemination of information security policies
Respondents, from organisations that had an information security policy, were asked to indicate the methods by which the policy was disseminated. Of the 158 organisations that had a documented information security policy, 43% of them disseminated it through their 'staff handbooks', whilst 60% made the policy available via their 'company Intranet', and 42% adopted 'other methods'. As respondents were able to select more than one method, it is also informative to review the combinations of methods adopted. It can be seen from the findings presented in table 3 that whilst 60% of organisations used a single method for dissemination, 29% used two methods and 9% adopted all three approaches. In 3 instances, organisations had gone to the expense and effort of developing a policy, but there was no indication that the policy was being disseminated to employees.
Insert Table 3 -Methods of Dissemination -about here An analysis of the 'other methods' adopted [see table 4 ] also provides some interesting insights. It is possible to divide the other methods into three broad categories:
1. Policy dissemination: Many of the 'other methods' specified by respondents related to approaches that were designed to ensure that all employees had a personal copy of the full policy document. Methods for disseminating this personal copy included: electronic networks, email, hardcopies etc.
Employee awareness:
Many organisations were adopting approaches to remind / inform employees of the policies existence or their specific responsibilities. Such methods included message delivered via: memos, leaflets, emails, notice-boards, logons, payslips etc.
Employee education:
A final group of approaches were designed to provide education to all employees to ensure that can fulfil their responsibilities with respect to the requirements of the information security policy. Such education was delivered through formal, and often mandatory, training programs, seminars and induction courses.
Insert 
The coverage of the information security policy
A key objective of this research study was to investigate the range of security issues covered by the information security policy, and the media by which the policy requirements were made available. An inspection of findings, presented in table 5, indicates that all the issues, other than 'encryption' are explicitly covered, through the policy, a stand-alone procedure or both, by the vast majority of responding organisations. This is perhaps not such a surprising result, as encryption is a fairly technical issue, and therefore of limited interest to the majority of employees. An inspection of the findings also indicates that for the majority of issues, most organisations will address them either solely through the information security policy or will publish both a policy document and a supplementary procedure or standard. This is particularly the case for issues, such as 'internet access', 'system access control' and 'violations and breaches', that should be of interest to all employees who are regular users of information systems. In cases where the issue is of more interest to IT professionals than the wider user community, such as 'software development' or 'contingency planning', there is an increased likelihood that the issue will be addressed solely through the publication of a standalone procedure or standard. A final point to note, from the findings presented in table 5, is that a small, but potentially significant, proportion of responding organisations are failing to explicitly address issues, such as 'personal usage of information systems' and 'disclosure of information', that should be of interest to the majority of system users.
Factors affecting the success of the information security policy
The British Standard for 'Information Security Management' [BS 7799] strongly advocates the formulation of an 'information security policy' with the specific objective of providing 'management direction and support for information security'. Moreover it identifies ten distinct factors that are 'critical to the successful implementation of information security within an organisation'. For each of these factors the respondent was asked to indicate, using a five point 'Likert' scale, their perceived importance and the extent to which their organisation was successful in adopting each factor. An average value for 'perceived importance' and 'success of adoption' was calculated for each of these ten factors. The results of this analysis are presented in table 6, in descending order of the mean value for 'perceived importance'.
The results of this analysis indicate that on average 'visible commitment from management', 'a good understanding of security risks', 'distribution of guidance on IT security policy' and 'a good understanding of security requirements' are perceived to be the most important factors [see table 6, column 2]. It can be seen that three of these same four factors also attract the highest average scores for 'success of adoption'. Indeed, there is a statistically significant correlation between the 'perceived importance' and 'success of adoption' score for each of the eight factors [6 at the .01 level and 3 at the 0.05 level]. These results are generally encouraging as they suggest that organisations are perhaps putting most effort into the successful adoption of those factors that are perceived to be of most importance. However, the results of a paired sample 't' test [table 6, columns 4 & 5] indicate that whilst the 'perceived importance' and 'success of adoption' scores might be correlated there is a significant difference between them. More specifically, for all the factors the 'perceived importance' score is significantly higher than the 'success of adoption' score. This results suggests that the responding organisations are failing to achieve a degree of success in the adoption of each factor that is commensurate with its perceived importance. It is also interesting to note that respondents generally perceive their organisations to be more successful in the adoption of factors that are less measurable and require less long-term commitment, such as a 'good understanding of security risks' and a 'good understanding of security requirements'.
Insert Table 6 -Factors affecting the success of the information security policy -about here
Discussion: The incidence and application of information security policies
This section discusses the key results and contextualizes them in the literature. The implications of this study for IT managers and researchers are then reviewed before the study's potential limitations are highlighted.
With regard to the uptake of information security policies, the findings of the present study indicate a larger proportion of organizations implementing policies than was found in the other studies discussed in the literature review presented in section 2. More specifically, the present study found that 76% of the sample had an information security policy in place, whereas only 65% of the organizations in the Andersen (2001) survey had one, and only 27% of the organizations (59% of the large organizations) reported having one in the DTI (2002) survey. This finding may very well indicate that the uptake of information security policies is on the increase among large organizations. However, the possibility of respondent bias (Churchill, 1997 ; p 662) must also be acknowledged. As our study focused more explicitly on security policy than the other studies, those organisations having a policy might have been more inclined to respond, or conversely, firms without a policy might have considered it inappropriate for them to complete the survey.
The findings with respect to the dissemination of policies proved to be an interesting area for investigation. Findings of previous studies DTI, 2000) suggest that, despite its recognised importance (Siponen, 2000) , in practice, organisations do not appear to be too concerned about dissemination. Whilst the present study provides important new evidence about the variety of mechanisms used to disseminate policy, it also confirms that the majority of organisations are not perhaps giving dissemination the priority it deserves; most organisations still rely on a single mode of dissemination. The research presented in this paper also provides important new evidence concerning the scope and content of information security policies. Whilst it has been found that: policies seem to cover a broad range of issues, a number of key user issues, such as 'personal usage' and 'disclosure of information', are not commonly covered. This may be because many organizations have implemented policies simply because it is deemed to 'good practice' , rather than as a working tool for informing users about their responsibilities. Finally, the paper also provides some important new insights into the factors that facilitate the successful application of information security policies. In particular, the gap between the perceived importance of each success factor and the degree to which responding organisations are successful in their adoption, is very worrying. Clearly, organisations must make the adoption of these success factors a far higher priority if they are to successfully formulate, disseminate and operate successful information security policies.
These findings have a number of important implications for IT managers, especially those directly responsible for information and IT security. For example, they explicitly highlight the issues that should be covered in the policy, the ways by which it can be communicated and the factors that facilitate its successful adoption. This study should also be of interest to the research community, as a new data collection instrument, based upon the literature, has been developed and rigorously tested, which can be adapted for use in follow-up studies. It also provides a broad picture of the current incidence and application of information security policies in the UK and can therefore be used to help contextualize the findings of the many studies of information and computer security that are likely to be undertaken in the near future.
Social inquiry, within the organizational context, is always an ambitious undertaking, and therefore contains a number of inherent limitations. In particular, the adoption of the survey format restricts the range of issues and constructs that can be explored, and there is also the potential for response bias, associated with targeting only managerial stakeholders. It must also be recognised that the results of this study are based upon statistical analysis and they are therefore identifying general trends, and measuring 'association' rather than 'causality'. These limitations, therefore, highlight the need for further research to be conducted that adopts different methods, and targets different populations and respondents. In particular, there is a need for more qualitative studies that will allow the statistical patterns and relationships identified here to be more fully explored and hopefully explained.
Concluding Remarks
There is a high degree of consensus that effective information security management is predicated upon the formulation and utilisation of an information security policy. However, specific knowledge, regarding the uptake, scope and dissemination of such policies, is fairly limited, and so an exploratory, empirical study of this domain was initiated. The results of a statistical analysis suggest information security policies are now widely applied, but there is little commonality in terms of the scope of such policies and the methods by which they are disseminated. Whilst this research presents many important new insights, into the uptake and application of information policies, its primary aim has been to generate interest, and hopefully stimulate a debate, about this increasingly significant topic. There is still, therefore, the need for a wide range of follow-up studies to provide deeper and richer insights. In particular, it is important that future studies focus, in detail, on the methods by which policies are formulated, applied and evaluated, and studies that seek to explore the relationship between policy application and the effective management of information security. Indeed, we are planning to initiate a qualitative study addressing these issues in the very near future. Telephone interviews using structured questionnaires with individuals responsible for information security management More than every 6 months 8 5% Information to all new employees / induction 9
Electronic networks other than 'company intranet' 8
Training / seminars / presentations / briefings 7
Letters / leaflets / memos / circulars to employees 7
Copy emailed to employees 6
Leaflet in wage packet / pay-slip 4
Email reminders 4
Contract of employment 3
Operations manual 3
Part of logon procedure 2
Notice-boards 1
Hardcopy on request 1
Departmental representatives 1
On the desktop 1 
